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Abstract 
Information and communication technologies have revolutionized the modern workplace. A business 
regardless of the size and sector is unimaginable without an efficient and robust IT infrastructure. 
Cloud computing is one of the latest advancements that can help in enhancing business efficiency and 
profitability. In this article we analyze, from a small business point of view, the benefits, challenges 
and future of cloud computing. The aim is not to present underlying technical details, but to give an 
overview that can help small businesses make an informed decision. 

 
 

1. Introduction 
Cloud computing is being hailed as the technology that engenders the paradigm shift 
for information systems in business. It would be useful to define the term before we 
look at benefits and challenges of cloud computing in small business. There is no 
standard definition but we can understand cloud as a cluster of computers that 
provides both resources and services on-demand (Sultan, 2011). Interested reader can 
refer to (Conway, 2011) for an excellent overview of various service models in cloud 
computing.  

 
 

2. Benefits of Cloud Computing 
In this section we will discuss various benefits of cloud computing in the context of 
small business.  
 

1. As information systems are an integral part of any organization regardless of 
size and sector, investment in information resources is vital to stay 
competitive. However, there are always budgetary concerns especially for 
small and medium size enterprises. Cloud computing, as Anderson (2011) 
argues has the potential for delivering low cost solutions. This is primarily due 
to the power of cloud computing to harness the existing resources. The 
significant reduction in the amount of investment required into hardware 
resources presents an opportunity for the smaller companies to benefit from 
the advancements on the software side (Marston et al., 2010). 

   
2. The data requirements of the client can vary and it is important that the 

provided services can be scaled accordingly. A major advantage of cloud 
computing is that it enables enterprises to seamlessly scale their services to 
suit the clients’ needs (Dubey, 2007). Scalability is a vital characteristic of 
cloud computing (Castellina, 2011) and it is sometimes included in the 
definition of term (Gustafson and Orrgren, 2012).    

 
3. Strength of cloud computing also lies in the fact that it allows mobility. 

Employees can access official data at any time to cater to any demands. The 
recent advancements in processing power of handheld devices combined with 
data access through cloud computing offers greater workplace flexibility and 
mobility (Cloud news desk, 2008).   



4. Another advantage of cloud computing is aiding innovation especially in the 
information technology sector. Without the need for extensive investments in 
hardware, start-ups can divert their resources towards developing their novel 
concepts.   

 
 
3. Challenges and Shortcomings in Implementing Cloud Computing  
Despite potential benefits highlighted by researchers and practitioners, cloud 
computing is a relatively new technology. There are various issues that need to be 
considered before moving the existing information systems to cloud computing. It is 
important to remember the gap that exists between academia and business. In this we 
discuss aspects that need to be considered before a business decides to adopt cloud 
computing.  
 

1. An in-depth understanding of the existing IT infrastructure is important. Misra 
and Mondal(2012) present a checklist for enterprises. They urge the 
businesses to consider four points to make an informed decision i.e. size of IT 
sources, patterns of use, data sensitivity and how critical is the company 
operation.  

 
2. Many analysts have pointed out the issue of monopoly when it comes to 

providing cloud computing services. The issue of vendor lock-in can have 
serious repercussions for small businesses in case of data loss. As the services 
are offered through proprietary software and lack of standards makes 
portability a major concern (Sultan, 2011). 

 
3. The cloud is expected to handle a massive amount of data. Therefore, it is 

important to understand key security issues and potential pitfalls (Subashini 
and Kavitha, 2011; Chen et al., 2011). Review of security protocols in various 
models of cloud computing stresses the need for a standardized framework. 
For example with SaaS, a major concern is the lack of control and dependence 
on the provider for ensuring proper security measures. On the other hand, IaaS 
does give the client much more control but it relies on security strength of the 
virtual machines. Another issue is ensuring the security, integrity and 
persistency of data while transferring data within or between clouds (Khalid, 
2010) and maintaining the confidentiality of the client data (Yoo, 2011).  

 
4. Information and communication technologies are unique in the sense that their 

introduction into a personal, educational and commercial setting raises an 
issue of ethics. Cloud computing is no exception, and various studies have 
focussed on the issue of acceptable and ethical behaviour in the context of 
cloud computing. Ratten(2012) stresses the need for stronger guidelines and 
higher ethical standards, otherwise the presence of huge amount of data is a 
motivation for aberrant behaviour. We recommend that tougher legal actions 
against unacceptable behaviour. Normal cyber standards will put a cloud 
computing system at risk. Traditional end user perception that cyber world is 
different from physical world (Johnston and Johal, 1999) will not work in the 
realm of cloud computing.       

 
 



4. Future of Cloud Computing 
Despite various challenges the future of cloud computing looks very promising. 
Keeping in view the advantages listed above, business writers highlight bright 
prospects for small and medium enterprises (Grayson, 2011). The business value of 
cloud computing (Weinmann, 2012) will make it competitive for small businesses to 
deliver high quality services. As there is a growing demand for standardized 
framework, small businesses will have the option for switching providers reducing the 
monopoly of big corporations. An interesting report published by Accenture 
(Willcocks, 2012) predicts that SME will lead the way in switching to cloud 
computing enabling them to bridge the gap between SMEs and large corporations. 
Before we conclude this section it is important to mention that cloud computing can 
go a long in contributing towards a more climate friendly workplace (Scott, 2012).  
 
 
5. Conclusion 
In this article we have looked at the benefits, challenges and future of cloud 
computing in small business. This new technology offers some key advantages proven 
by elaborate research studies. Business writers have also expressed optimism. 
However, some challenges have been highlighted by researchers and practitioners. 
The biggest challenge in the light of our analysis is creating a unified framework that 
will allow portability and competitive pricing of cloud computing services .       
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



References: 
 
Anderson, J., 2011. Cloud computing offers cheap solutions. Small Business Investments.  
 
Castellina, N., 2011. SaaS and cloud ERP trends, observations and performance 2011, Analyst Inside, 
[online] Available at:<http://www.distributionerpdelivered.com/wp-content/uploads/Avanade-ERP-
Aberdeen- Report-SaaS-and-Cloud-ERP-Trends.pdf > [Accessed 16th August 2012]. 
 
Chen, Y., Li, X and Chen, F., 2011. Overview and analysis of cloud computing research and 
application. In International conference on e -business and e-government, 6-8 May, 2011. Shanghai, 
China.   
 
Cloud news desk (SYS-CON Media Inc.), 2008. Benefits of cloud computing. [online] 
<http://web2.sys-con.com/node/640237> [Accessed 16th August 2012].  
 
Conway, G., 2011. Introduction to cloud computing: IVI white paper. Innovation Value Institute, 
National University of Ireland, Maynooth. 
 
Dubey, A and Wagle D., 2007. Delivering software as a service. The McKinsey Quarterly, 
May 2007, pp. 1–12. 
 
Grayson, I., 2011. SMEs find brighter prospects in cloud computing. The Australian. [online] 
Availaible at: <http://www.theaustralian.com.au/business/small-business/smes-find-brighter-prospects-
in-cloud-computing/story-e6frg9hf-1226148256758> [Accessed 18th August 2012].   
 
Gustafsson, B. and Orrgren, A., 2012. Cloud computing: The adoption of cloud computing for small 
and medium enterprise. Bachelors. Jonkoping International Business School, Jonkoping University.  
 
Johnston, K., and  Johal, P. (1999). The internet as a ‘virtual cultural region’: Are extant cultural 
classification schemes appropriate? Internet Research: Electronic Networking Applications and Policy, 
9(3), pp. 178–186. 
 
Khalid, A., 2010. Cloud computing: Applying issues in small business. In International conference on 
signal acquisition and processing. 9-10 February, 2010. Bangalore India.  
 
Marston, S., Zhi, Li., Bandyopadhyay S., Zhang, J. and Ghalsasi, A., 2011. Cloud computing - The 
business perspective. Decision Support Systems, 51 (2011), pp. 176–189.   
 
Misra, S.C. and Mondal, A., 2012. Identification of a company’s suitability for the adoption of cloud 
computing and modelling its corresponding Return on Investment. Mathematical and Computer 
Modelling, 53 (2011), pp. 504-521. 
 
Ratten, V., 2012. Entrepreneurial and ethical adoption behaviour of cloud computing. Journal of High 
Technology Management Research (2012), doi:10.1016/j.hitech.2012.06.006 
 
Salleh, S.M., Teoh, S.Y. and Chan, C., 2012. Cloud enterprise systems: a review of literature and its 
adoption. In The 16th Pacific Asia Conference on Information Systems, 13-15 July, 2012. Ho Chi Minh 
City, Vietnam. 
 
Scott, M.,  2012.  The Value of Green IT: a Theoretical Framework and Exploratory Assessment of 
Cloud Computing.  In 25th Bled eConference  eDependability: Reliable and Trustworthy eStructures, 
eProcesses, eOperations  and eServices for the future, 17-20 June, 2012. Bled, Slovenia 
 
Subashini, S. and Kavitha, V., 2011. A survey on security issues in service delivery models of cloud 
computing. Journal of Network and Computer Applications, 34 (2011), pp. 1-11.  
 
Sultan, N.A., 2011. Reaching for the “cloud”: How SMEs can manage. International Journal of 
Information Management, 31 (2011), pp. 272–278. 
 
Weinman, J., 2012. Cloudonomics: The business value of cloud computing. John Wiley & Sons.  



 
Willcocks, L., Venters, W. and Whitley, E., 2012. Cloud and the future of business: From costs to 
innovation. Accenture, in association with The Outsourcing Unit London School of Economics and 
Political Science.   
 
Yoo, C.S., 2011. Cloud computing: Architectural and policy implications. Review of Industrial 
Organization, May (2011), pp. 1-17.  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 


